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KEITH A. PRETTYMAN

Marlene H. Dortch
Secretary
Federal Communications Commission
445 12th Street, NW
Washington, DC 20554

Re: Revised Filing - ED Docket No. 06-36
Section 64.2009(e) CPNI Certification
Great Lakes Comnet, Inc. (Form 499-A Filer ID No. 818716)

Dear Ms. Dortch:

Pursuant to the Commission's Public Notice, DA 09-9, released January 7, 2009,
attached for filing is the revised Section 64.2009(e) Customer Proprietary Network Infonnation
certification of Great Lakes Comnet, Inc. (Form 499-A Filer ID No. 818716).

Please contact the undersigned should you have any questions or require additional
infonnation.

Attachments

cc: R. Somers, Enforcement Bureau, FCC (via email)
Best Copy & Printing, Inc. (via email)



Annua147 C.F.R. § M.2009£el CP~1. Cutilitation

EB Dod•.et ~36

Annual 642009(e) CPNI CertiTh:.nion for .2008

l)aw filed: Febroary 27. ~009

Fonn499 FilerlD: 818116

Title ofsignatol)- President and CEO

1. PaulBow~ c-mii) that I am an oft1~er ofthe c~mp:m) namt..'\i abo"e. QJld a~ting as an 3gmt
ofthe eOOlp3n)'. that 1ha\C perllOnaJ knowledge mat me (:ompan) has established ('~r.:~l:i -; procedure,
mat are ad..-qU3~e 10 ensure eompliance with tOO COOlm~sion' s CP~ I rules. See 41 C.F.R. § M.:!OOI ~l

S~"l.

Attached to thi:; ~efiiti.:.Yion is 3n accompan)-ing stat~ment e::-,p~iDing ho\\ the Comp.!Jl) •S

pr~.edlJre"S l.-n",ure that the ~\1mp3Jt} is in cumplian~c ""iIb the requirements set f~rtb in ~~tion 642001 .:;
.~eq_ ofthe Commission's rul~~.

Tbt: eompan)" bas not cl~n any action" (I'~eedings institwed (\1' petitions filed b~ a cornpan) at

either State commissions. the «KIlt s)srem. or at the CommiSSWD against data bnlkers} against data
brokers in the past )'~. Companies must report on am" infl~sti('ln that Ihe) h.a, e \\ im respe~t to the
p!lXes5eS pJ\:lexters are using to attempt 10 a.;~~~CPXI •anil "lui Sl~ l;ompanies aT': taking It.,"l prOle.:!
C~I.

The COOlpan~ has nL\t r~ei\ ed 311) Clb1.0~"f c\Jmpbints in me p3S1 year ~oNl\..-eming the
una\JihQriud release ofCPXI (numberofCUSlQmer~i'mplaintsac"mpan)' ha.~ r~'"ei\ed rel&!Ied t~

un~mOOrized a~-..;,s to CP~l. or UMuUlomed disd~re ofCP)O;I. bt~ken do\\n b~ cate~Vl) ~r

cCllllplai!1t. ~.g.• insmn~es ofimproper acce» b) l..'mptO)C'l..~ iR~es of improper disdv5Ure to
indh-iduals not authorized to~i\c the infl,)ltDau,:m. or instml~esofimpr"per <!ccess to ~:mline

infOl1ll3tion b} indi\-idual:i not authorized to ,-jew the infoIlDo11iQn).

Signed



Attached Compliance Statement

Statement Explaining lIow Operating Procedurt;.lli Ensure Regulaton Compliance

1. I ha\"e personal knowl.:dgc that the Gn:a.t Lakes Ci)mnei, ~. t"C~mp311Y~) ha.c;
esmblished operating procedures that are adeqU3tt: to ¢nsure compliance ,,,ith the FCC's
regulations governing CPXI, incllhiing those adopte-.d on March 13. 1007 in CC l.l....lCket ~o. 96
lIS.

2. Th~ Compi!ll)" ensures thaI it is in complianc~ \\ith Ik FCC':) CPXI regulaiions.
The Company nains it personnel reg'Mding wh~n th~~ are authori7ed to use CP~fJ1 ,,,hen ~l are
not amhorized to use CPNI~ and how ro S3feguard CP~I. Th~ Company maimains d CP);]
Compliance Manual in its offices for pwpost!:> oftI3ining of new and current emplo}~s. and as
a reference guide for all CP~I iS5Ues. Our CPXI Compliomce ~fanual is updated to 3C~OUnI for
c~ges in la,". including the FCC's most rec~nl changes tl..) its regulations govemin~ CP~I.

adopted on ~iar;;h 13. 2007 in CC ()(\Cket Xo. 96-115. The CP~I ~1anU31 conlain.s aU ~~ntia1

inf~nnation and forms lO ensur~ tlre Compan)-s, compliance with CPXI r~gulations.

3. The Comp3Il)' has established a system hy whi~h the st:!tus of a Cusillmer's
approval for use ofCP~l.as detined in ~1 USC 1~~h)( 1J, ('$I be chmly estab!i~hedprior to the
usc ofePNI. The Company re1i~s on the in,'olvemem of its high.ley~l tn:!113.£c~nt to ensure
that no use ofCPNI is made until a full review ofapplkable Jaw has ~';:WTed.

4. Company personnel m3ke no d~~isions. reg3rding CP?\I \\ithout lUst CQlbtJlting

\\im J1Wlagement.

S. The Comp.3I!) has an express disdplilW)' proce.s.s in pl:3.ce for personnel Whl)

make un~utho~d usc ofCPNI.

6. The Company's policy is to maintain records 0." it$ 0\\11 sa!es and llW'k~ting

Gmlpaigns that use CP~l. The Compan) Iik~\1Ij~ nlaintains Tei:ords of its .uliliates· saJlI.!S 1:tl1J
m;:~~:i:::,; campaigns thaI use CP~l. The Cumpan~ also maintains records of cl1 inSU!.<")Cc~

where Cp~r was disclosed or pTO\ided 10 lhird ~es~ or ~..here third parties were allowed
access to CP~l. These records inclwk a d~ription of each campaign. the specil1c CP~I Lhat
was used in the campaign. and the products 3I1d sen-ic<s that "c~ offered CIS a p3Jl of the
~p.1ign. The Compan}' mainww these recQrds in it.." offices for a minimum ofone ) ~M.

7. In dedding whether the contempl31ed use of the cp~a is prop.--r.. mal13gement
C()I1$uJts one or more of the follo\\ing: Tfu: Cumpan}"s o\\n compliance In3nual. the applicabl~

FCC re;gulations. a.'ld if nooessary~ Jeg3J counsel. The Comp-;my's ~c:t pcr:.onnel must obtain
stJpa\isory approya} regarding 3Il)' proposed use ofCP~I.

s. Further, management overse<s ~ usc l)f f.\pI·in.. opt-oUl. or any other appro,aI
requirementS. or notice requirements (such as notific.nion [0 me Customer of th~ right to re5tricl
u..~ of. disclosure of: and access to CP~l).C\'ln13ined in the FeC'::i re~ulations. ~1anagemem :11~

r~\'i~\\:; allnl1tic~ requirea b~· me FCC re~~latkms tt,!" .:C'mpliance therewith. Before suliciting



for approval ofth~ ~ ofa Customer's CP~l. the CQrnp3nY \\il1 notify the Customer of his or
h~-r rights to remicl use of~ di5Ctosure of. and access to. his ar her CPNI.

9. The Comp:my maimains records of ('usl('\mer approval and disapproval for use of
CPNI in a readily-a\<ailable location that is consulte.d on an as-n~d~Jbasis.

10. The Company complies \\ith all FCC requirements for the safeguarding Qf CP~l.
including use of pa:;;i\\ord$ and aut~nticationmeiliods. and the prevention of ac~ess t" CPXI
(all Call Detail Information in particular) b)' data brokers or "pre-textelS.~·

11. The Comp3J1)~ Lln an onguing basis, rc"k~\lt~ ehang~=> in la,,, atl~C'ting CPNI. and
updates 3nd trains company personnel accordingl)·.

Explanation of Actions Against Dam Brokers

12. The Company has not encountered any circum::;t.anc~s T~quiring it to ta.\.~ an}
action against a data broker during the year to \\hkh this CeniflC.lle pertains.

Summan" of all Cuslomer CGmplaints Rece-h"ed

13. ~ foHo\\ing is 3 summary of all customer cQmplaints received in the past yc.ar
concerning the unauthorized release ofCPX1: Kane.

14. lbe Company does nOi at thi~ ~'int have w'1Y specm~ inform:nion on the
processes pre-texters are using w attempt to access its Cus\Qmcr·s CP).iI.


